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TODAY'S AGENDA

WHAT WE'LL COVER

1 Threat Landscape
Why "too small" is a myth 2 Token Theft

A small string, a big problem

3 The Dark Side of AI
How attackers scale up 4 Huntress Managed EDR

Endpoint protection

5 Huntress Managed ITDR
Identity protection 6 Your Move

Don't be late



THREAT LANDSCAPE

IT'S ALREADY 
HAPPENING



UK Huntress 2026 · Sasha Roshan

What I hear everyday?

“I’m too small to be attacked!”

“There are much bigger fish in the sea”

“I’ve got nothing valuable”

“We only make X a year!”
“What are the chances, I should be fine”

“We have Anti-Virus and a Firewall, we’re 
good”

"Why would a hacker spend time looking for 
us specifically?"

Hoe blijft je haar zo zitten, Sasha?

"I know all my employees; nobody here would 
click on a bad link."



NETHERLANDS THREAT LANDSCAPE  ·  ATTACK VOLUMES 2025
SOURCES: CBS CYBERSECURITYMONITOR 2025  ·  CHECK POINT CYBER SECURITY REPORT 2026

NCSC / POLITIE JAARBEELD RANSOMWARE 2025  ·  FRAUDEHELPDESK JAARCIJFERS 2025

DUTCH ATTACK VOLUMES IN 2025
RANSOMWARE · CREDENTIALS · FRAUD · EMAIL

53%
SMALL & MEDIUM BUSINESSES 

attacked in Netherlands 󰐗in 
2025 and increasing!

1,167
ATTACKS PER WEEK

against the average Dutch 
organisation in 2025

THESE NUMBERS DO NOT SHARE A SCALE

Each counts something different: police reports, helpline calls, public submissions, 

survey responses. The Netherlands publishes no single national attack total, so every 

figure here is a floor, not a ceiling.

Project Melissa puts the real ransomware count at 2-3x its own above 50 staff, up to 

10x below it.

BY ATTACK TYPE  ·  WHAT EACH SOURCE ACTUALLY COUNTED

RANSOMWARE

33%
likely unique ransomware incidents against Dutch 
organisations. Only 33% of victims filed a police 
report.

BASIS: POLICE REPORTS + IR CASES, PROJECT 

MELISSA

CREDENTIAL THEFT

55%
of Dutch ransomware cases began with a stolen 
account, up on 2024. Infostealers, phishing and 
AitM feed it.

BASIS: INITIAL-ACCESS ANALYSIS, PROJECT 

MELISSA

SOCIAL ENGINEERING

101,734
fraud reports, up 60% on 2024. 15,116 people lost 
money, €68.5M in reported damage.

BASIS: NATIONAL FRAUD HELPLINE, ALL 

CHANNELS

EMAIL-BASED

522,103
suspicious emails submitted by the public for 
checking, down from 630,252 in 2024.

BASIS: FRAUDEHELPDESK VALSE E-MAILCHECK

Mail carried 58% of malicious files reaching Dutch organisations, the web 42%.   Akira, Qilin, PLAY, INCransom and LockBit drove over half of all Dutch ransomware incidents in 2025.



02 · TOKEN THEFT

TOKEN 
THEFTHow they get access



THE BASICS

WHAT IS A 
TOKEN?



Passive session token theft is low risk / medium reward from the 
attacker's perspective.

You might get lucky. You might not.

WHAT IF WE NEED SOMETHING A BIT MORE 
TARGETED?



IDENTITY ATTACK

SESSION TOKEN 
THEFT

Username✅

https://login.onmicrosoft.com 
(legitimate page)

Password ✅
MFA Code ✅



IDENTITY ATTACK

SESSION TOKEN 
THEFT

Looks good! Here’s 
your session token:



IDENTITY ATTACK

SESSION TOKEN 
THEFT



IDENTITY ATTACK

SESSION TOKEN 
THEFT

😡
Username✅
Password ✅
MFA Code ❌



IDENTITY ATTACK

SESSION TOKEN 
THEFT

https://some.evil.site[.]com 



IDENTITY ATTACK

SESSION TOKEN 
THEFT

https://some.evil.site[.]com 



IDENTITY ATTACK

SESSION TOKEN 
THEFT

From: Microsoft IT
Subj: URGENT!!! Account Action Required

Something weird is going on with your 
Microsoft online account. Please log in here 
to receive further instructions



THE REALITY

9
0

%
OF ATTACKS  
START WITH 
PHISHINGIt isn't the firewall that gets breached first. It's a person clicking a 
link, approving a prompt, trusting a lookalike.



IDENTITY ATTACK

SESSION TOKEN 
THEFT



IDENTITY ATTACK

SESSION TOKEN 
THEFT



IDENTITY ATTACK

SESSION TOKEN 
THEFT



IDENTITY ATTACK

PHISHLETS & LURES



IDENTITY ATTACK

SESSION TOKEN 
THEFT



IDENTITY ATTACK

SESSION TOKEN 
THEFT

https://some.evil.site[.]com 

Username✅
Password ✅



IDENTITY ATTACK

SESSION TOKEN 
THEFT

https://some.evil.site[.]com 

Username✅
Password ✅



IDENTITY ATTACK

SESSION TOKEN 
THEFT

https://some.evil.site[.]com 

MFA?



IDENTITY ATTACK

SESSION TOKEN 
THEFT

https://some.evil.site[.]com 

MFA?



IDENTITY ATTACK

SESSION TOKEN 
THEFT

https://some.evil.site[.]com 

MFA Code ✅



IDENTITY ATTACK

SESSION TOKEN 
THEFT

https://some.evil.site[.]com 

MFA Code ✅



IDENTITY ATTACK

SESSION TOKEN 
THEFT

https://some.evil.site[.]com 

Looks good! Here’s 
your session token:



IDENTITY ATTACK

SESSION TOKEN 
THEFT



IDENTITY ATTACK

PHISHLETS & LURES

Session token ✅



IDENTITY ATTACK

PHISHLETS & LURES

😈



POST-COMPROMISE

ACCESS GRANTED — NOW 
WHAT?

Malicious application permissions that 
give hackers access to your systems 

Application Permissions
Forward rules created to send emails to 

external addresses controlled by the 
attacker

Inbox Rule Creation
Now they have Initial Access - They can 

laterally move across different 
applications

SSO Access



ADVERSARY-IN-THE-MIDDLE, PACKAGED

THE EVIL COUSINS OF EVILGINX

01 / 04 TOOLS

OPEN SOURCE

❯ Modlishka

❯ Muraena + Necrobrowser

❯ ReelPhish

❯ CredSniper

02 / 11 KITS · SUBSCRIPTION

PHISHING-AS-A-SERVICE

❯ Tycoon 2FA ❯ Rockstar 2FA

❯ Sneaky 2FA / WikiKit ❯ FlowerStorm

❯ Mamba 2FA ❯ Caffeine / Dadsec OTT

❯ EvilProxy ❯ ONNX Store

❯ W3LL Panel ❯ NakedPages

❯ Greatness

03 / 02 TOOLS

BROWSER-IN-THE-
MIDDLE

❯ EvilnoVNC

❯ CuddlePhish

━━ SESSION HIJACK VIA LIVE 
REMOTE BROWSER NO PROXY, NO 
CLONE

HUNTRESS™ — MDR—SOC CYBER DEFENSE UNIT · AITM LANDSCAPE ©2026
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03 · THE THREAT EVOLVES

THE 
DARK 
SIDE OF 
AI



THE SCALE OF IT

IF CYBERCRIME WERE A 
COUNTRY
It would rank as the world's 3rd‑largest economy ahead of every country but two.

#1 United States $32.4T

#2 China $20.8T

#3 Cybercrime
THE SHADOW ECONOMY $12.5T

❯ ANNUAL GDP EQUIVALENT · USD



HACKERS DON'T JUST TARGET THE FORTUNE 500

THEY PREY ON 
THE 

VULNERABLE



CYBERCRIME IS A BUSINESS

THEY PROSPECT INDUSTRIES JUST LIKE 
YOU

WHO THEY

TARGE
T

Education 21%

Healthcare 17%

Technology 12%

Government 11%

Manufacturing 9%

Other 30%



CYBERCRIME IS A BUSINESS

QUARTERLY GOALS & 
SEASONALITY

Attack volume rises and falls on a calendar 
— campaigns are timed like any 
go‑to‑market plan.

Peaks — November & February
Year-end & post-holiday pushes

Troughs — April & September
Quieter quarters, never zero



DARK SIDE OF AI

HOW AI CHANGES THE 
GAME

CYBERSECURITY · DEC 2024

AI-Generated Malware and How It's Changing Cybersecurity

EMERGING TECHNOLOGIES · FEB 2025

‘This happens more frequently than people realize’: Arup 
chief on the lessons from a $25m deepfake crime

ChatGPT
GUARDRAILS ON

V
S

WormGPT
NO LIMITS

AI-Driven Phishing / Vishing Attacks
❯ Deep-fake voice & video impersonation of execs to commit fraud

❯ AI-driven chatbots mimicking internal IT support to harvest credentials

❯ Auto-personalised phishing emails

❯ Faster malware distribution and reconnaissance

Malware Enhancements
❯ Faster, more automated ways to create NEW malware (zero-day)

❯ Self-mutating malware that bypasses signature-based AV (look at EDR)

❯ Code obfuscation

Risks of Organisations Using AI
❯ Data privacy & security - don't teach the AI your company secrets and risk data exposure

❯ Overreliance increasing human error - double-check output, don't just copy/paste

❯ Legislation shifts fast (EU AI Act, UK DSIT)  - non-compliance risks heavy fines



THE THREAT IS HUMAN

AI IS ACCELERATING 
ATTACKS
They aren't just hacking endpoints — they're hacking people.

❯ TOP PHISHING LURE THEMES · % OF OBSERVED

E-Signature Request 14.2

Invoice Notification 7.8

Voicemail Notification 7.5

File Share 6.8

Payment Notification 2.2

Password Expiration 2.1

Remittance 2.0

Account Verification 1.8

Secure Message Notification 1.5

Document Review Request 1.0

REAL-WORLD PATTERNS WE SEE

AI-generated scripts that automate credential dumping 
and other tradecraft.

AI-polished phishing campaigns  e-signature lures and 
business-lookalike emails dominate.

Malware loaders like ClickFix ~50%+ of observed loader 
activity in 2025.



TO WORK SMARTER & FASTER

ATTACKERS ALSO USE 
AI

powershell — administrator

Write-Host "Пробуем создать дамп: $dumpFile"  ## Trying to create dump

# Метод 1: Через Start-Process  ## Method 1

Start-Process -FilePath "rundll32.exe" `

  -ArgumentList "comsvcs.dll MiniDump 624 $dumpFile full" `

  -Wait -NoNewWindow

# Проверяем результат  ## Checking the result

if (Test-Path $dumpFile) {

    $file = Get-Item $dumpFile

    Write-Host "Успешно! Размер: $file.Length MB"  ## Success! File size

    Write-Host "Путь: $file.FullName"  ## Path

} else {

    Write-Host "Пробуем другой метод..."  ## Trying another method

}

    

AI-generated scripts , like this one, 
to help with credential dumping.

And AI-generated emails and deep 
fakes.

❯ THREAT CREWS WE TRACK

Akira LockBit Scattered Spider

Anonymous ALPHV / BlackCat Cl0p

Black Basta RansomHub Qilin Medusa

Play Rhysida



WHY 50% OF MALWARE STARTS WITH A USER “FIX”

THE 
AI-POWERED 
“CLICKFIX” ERA

ClickFix has effectively replaced traditional ‘macro-enabled’ 
documents as the primary way into the enterprise.

For every 2 alerts an IT team sees, one is likely a ClickFix 
attempt that has already bypassed their perimeter.

ClickFix accounted for more than half of all 
2025 malware loader activity.



Ransomware.liv
e

https://docs.google.com/file/d/17fxNqF5ibSxIioTf_NLyqrRSEVWluGFM/preview


REAL TRANSCRIPTS · RANSOMWARE.LIVE

INSIDE THE RANSOM 
CHATS

Akir
a

$4M → $150K PAID

ATTACKER

“Dealing with us is the best possible way to settle this quick and cheap.”

VICTIM

“4 Million? You have our financials — that isn't going to be possible.”

ATTACKER

“50k won't work. We won't ever consider a 5-figure sum.”

ATTACKER · AFTER PAYMENT

“Guys, we do not collect this info. You won't get more info than that.”

Paid $150K — and still never got the security report they were promised.

LockBi
t

$80M DEMAND · UNPAID

ATTACKER

“Try to spend [the days] productively, and please us. Our patience is not infinite.”

ATTACKER

“$80 million is 0.5% of your revenue — we're asking 8 times less than your state would 
fine you.”

ATTACKER

“I appreciate your experience in stalling and bamboozling.”

VICTIM

“Under no circumstances will we pay you the absurd amount you have demanded.”

Talks collapsed — the stolen data was published in full.

❯ THREAT CREWS WE TRACK

Akira LockBit Scattered Spider

Anonymous ALPHV / BlackCat Cl0p

Black Basta RansomHub Qilin Medusa

Play Rhysida



THE HARD QUESTION

RANSOMWARE - SHOULD YOU PAY?

IT 
DEPENDS ……but paying is never a guarantee. Here's what “paying” can still look like:

OUTCOME 01

You may not get your data back at all.

OUTCOME 02

They return only some then demand 
you pay again.

OUTCOME 03

You pay  and they leak it on the dark 
web anyway.

SECURITY 
EXPERT/ MSP



LEGIT AI HAS GUARDRAILS

THE GOOD AI SAYS 
NO



LEGIT AI HAS GUARDRAILS

HELPFUL, BUT NOT THAT 
HELPFUL

https://docs.google.com/file/d/1bVFReG_Kz1N2Gj9Ay0Z0nMW8TBDi7TBx/preview


FREELY AVAILABLE

POWERFUL TOOLS, ONE CLICK 
AWAY

https://docs.google.com/file/d/1R8RfNQUSfuf8Iqq-cW4dbGTiox6iZXAD/preview


WHERE THEY SHOP

STRAIGHT TO THE 
FORUMS



MALICIOUS LLMS, FOR SALE

THE EVIL COUSINS OF 
CHATGPT

WormGPT
MALWARE

FraudGPT
PHISHING & BEC

EvilGPT
JAILBREAK

PentestGPT
RECON

DarkBERT
DARK-WEB LLM

BlackMamba
POLYMORPHIC

PoisonGPT
DISINFORMATION

KaliGPT
OFFENSIVE OPS

GPTShield
EVASION

AIM-Hacker
JAILBREAK

DarkMentor
TRADECRAFT

CodeXploit
EXPLOIT DEV



DEEPFAKES

DUDE, THAT'S NOT 
ME!

https://docs.google.com/file/d/1eHWm4lkMK1P1S-zL0CNh1rXHmNTVgx7t/preview
http://www.youtube.com/watch?v=oxXpB9pSETo


DEEPFAKES

…REALLY, 
SASHA?

https://docs.google.com/file/d/1LA81GZ_cAjlmLIQNkApeqKMuspAHOG9o/preview


DEEPFAKES

HE’S DONE IT AGAIN!

https://docs.google.com/file/d/1DF6klUtfImU0HP-adfZdpL3I0BksVayw/preview


04 · FIGHT BACK

HUNTRESS  
MANAGED 
SECURITY
It's time to fight back.



ENDPOINT 
DETECTION & 
RESPONSE

HUNTRESS MANAGED SECURITY 
PLATFORMOne Platform — One SOC

MANAGED EDR

SECURITY 
INFORMATION & 
EVENT 
MANAGEMENT

MANAGED SIEM

IDENTITY 
THREAT 
DETECTION & 
RESPONSE

MANAGED ITDR

SECURITY 
AWARENESS 
TRAINING

MANAGED SAT

IDENTITY SECURITY 
POSTURE 
MANAGEMENT

MANAGED ISPM

SECURITY 
OPERATIONS 
CENTER

24/7 365 Pre-tuned 
SOAR

Threat 
hunting

Attack 
disruption RemediationMean time 

to respond



100+ EXPERTS · 24/7

READY TO WRECK HACKERS ON YOUR 
BEHALF

Security Analysts
24x7 team that 

investigates and 
responds to incidents

Threat Hunters
Specialists who 

proactively search for 
hidden threats

Detection Engineers
Technical experts who 

build and fine tune 
threat detection rules

Researchers
Conduct in-depth 

research on malware, 
vulnerabilities, and 

more

Threat Intel
Identify potential 

threats before we see 
them in the wild

MSP Managed
Keeping you informed 
and your operations 

running smoothly



ENDPOINT DETECTION & RESPONSE

HUNTRESS  
MANAGED 
EDR



ANTIVIRUS VS EDR

EDR FILLS THE CRITICAL 
GAP

Suspicious activity 
that needs human 

investigation

New malware 
missed by AV

Unknown 
threats 

● Collects detailed telemetry
● Detect new malware & 

attacker tactics and techniques
● Analyzes system behaviors
● Enables active response actions

● Noisy! Requires continuous tuning
● Not self- monitoring
● Needs experts to be effective
● Expensive! Both tools and people

An
tiv

iru
s

Endpoint Detection 
and Response (EDR)



24/7 AI-ASSISTED SOC

HUNTRESS MANAGED 
EDR

Managed Microsoft 
Defender AV
Optional · Included free

• Alert triage & investigation
• Policy management
• Risky exclusion management & 

detections

Fully Managed Endpoint 
Threat Detection
Agents for Windows, macOS & Linux

• Malicious process behavior

• Persistent footholds

• Ransomware canaries

• XProtect & Defender alerts

Human-Led Investigation
• Alert triage
• Incident investigation
• Threat hunting

Threat Containment & 
Elimination
Containment “stop the spread”

Active remediation  “combat the 
threat”

Guided Cleanup & 
Recovery

• Custom incident reports
• Easy-to-follow next steps
• Multi-channel comms: phone, SMS, 

email, ticketing

⟳ FEEDBACK LOOP Herd Immunity Detections
Huntress Managed Security Platform
Health Dashboard · Management Console · Data Reporting
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IDENTITY THREAT DETECTION & RESPONSE

HUNTRESS  
MANAGED 
ITDR



24/7 AI-ASSISTED SOC

HUNTRESS MANAGED 
ITDR

Threat Detection
• Session hijacking
• Credential theft
• Datacenter logins
• Suspicious inbox rules
• Rogue apps

Human-Led Investigation
• Alert triage
• Incident investigation
• Threat hunting
• Escalations

Communication
• Custom incident reports
• Easy-to-follow remediation steps
• Constant comms: phone, SMS, email, 

ticketing

Remediation
• Automated identity isolation
• “Click-to-approve” assisted remediation
• Automated low-severity remediation

⟳ FEEDBACK LOOP Herd Immunity Detections
Huntress Managed Security Platform
Health Dashboard · Management Console · Data Reporting



“
All too often, the biggest vulnerability isn't a zero-day 
exploit it's humans. We get tired, we get distracted, and we 
click things we shouldn't. These seemingly innocent 
mishaps turn a normal Tuesday into an unwanted 
interruption at 3am.

— THE HUNTRESS SOC TEAM



https://docs.google.com/file/d/1uPVIqeo6zHxRVq751XboAZ5LHGp2x-Ii/preview


06 · YOUR MOVE

YOUR MOVE
Don't be late.

HUNTRESS GIVEAWAY

Demo with Huntress  
& Sentius for a 
speaker!

Sasha Roshan
Senior Sales Engineer


